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OpenSSL Settings and Certificate Files

Configuration Settings

1.

This setting indicates that the application will use OpenSSL for its SSL/TLS operations. Ensure OpenSSL is
installed and properly configured on your system to enable this feature.

2.

This specifies the directory containing the SSL/TLS certificates and related files. Based on your updated setup,
the following files are present in this directory:

Certificate Files:

. : The public certificate of the Certificate Authority (CA). This is used to sign server and client
certificates and verify their authenticity during the SSL/TLS handshake.
. : The private key for the CA. This key is used to sign certificates (e.g., and
) and must be kept secure.
o : A copy of the CA certificate for use in applications that require a bundled certificate.
. : The server’'s public certificate, signed by the CA ( ). This is used to authenticate the

server during SSL/TLS connections.

. : The server's private key. It must remain secure and is used during SSL/TLS connections to
prove the server's identity.

. : The Certificate Signing Request for the server. This file contains information about the
server and is used to request a signed certificate from the CA.

. : The client’s public certificate, signed by the CA ( ). This is used to authenticate the
client during SSL/TLS connections.

. : The client's private key. It must remain secure and is used during SSL/TLS connections to
prove the client’s identity.

. : The Certificate Signing Request for the client. This file contains information about the
client and is used to request a signed certificate from the CA.

Script File:

o : A script used to generate the necessary certificates and private keys for
the server and client. This script also verifies the certificates and creates a bundled CA certificate

( ).
3.
Enables the verification of the server certificate during SSL/TLS connections.

* When enabled:
© The server's certificate ( ) is validated against the CA certificate ( ).
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© The connection succeeds only if the server's certificate is valid, signed by the trusted CA, and not

expired.
¢ When disabled (set to 0):
© The server's certificate is not validated. This is only recommended in controlled testing

environments, as it bypasses critical security checks.

4,
Enables the verification of the client certificate during SSL/TLS connections.

* When enabled:
o The client’s certificate ( ) is validated against the CA certificate ( ).

© The connection succeeds only if the client’s certificate is valid, signed by the trusted CA, and not

expired.
* When disabled (set to 9):
© The client’s certificate is not validated. This is only recommended in controlled testing

environments.

Key Points for Your Setup

Secure Your Keys

o and : These private keys must be kept secure. Unauthorized access to these files

can compromise the security of your application.
. : The client's private key must also remain secure to protect client identity.

Update Certificates Regularly

* Ensure the server certificate ( ) and CA certificate ( ) are renewed before they expire

to avoid connection issues.
® Use the script to create new certificates when necessary.

Verify Server and Client Certificates in Production

* Always set and in production

environments to ensure secure communication and mutual authentication.

Use the Script ( ) with Caution

* Running the script might overwrite existing certificates. Back up current certificates if they are already in
use.
® The script will:
1. Generate a new CA private key and self-signed certificate.
2. Generate private keys and CSRs for the server and client.

3. Sign the CSRs using the CA'’s private key to produce and
4. Verify the generated certificates.
5. Create a bundled CA certificate ( ).
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